_ UBND TINH KHANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap — Tw do — Hanh phac
S6: 133 /STTTT-CNTTBCVT Khanh Hoa, ngay 15 thang 01 nam 2025
VIV téng cudng cong tac bao dam an toan
‘thong tin mang dip T¢t Nguyén dan
At Ty va Lé ky niém 95 nam thanh 1ap
bang Cong san Viét Nam

Kinh gui:
- Cac co quan Bang, Mt tran, Poan thé tinh;
- Cac So, ban, nganh;
- UBND céc huyén, thi x4, thanh phé:
- Cac don vi su nghiép truc thugc UBND tinh;
- Céc co quan nganh doc Trung uong;
- Cac doanh nghiép vién thong — cong nghé théng tin.

Can cir Chi thi s6 45/CT-TTg ngay 18/12/2024 cua Thu tuéng Chinh phu vé
viéc tang cuong cac bién phap bao dam don Tét Nguyén dan At Ty nam 2025 vui
tuoi, lanh manh, an toan, tiét kiem;

Thuc hién Cong vian s6 5644/BTTTT-CATTT ngay 29/12/2024 cia Bo
Thong tin va Truyén thong vé viéc ting cudng cong tac bao dam an toan thdng tin
mang hudng téi dip Tét Duong lich 2025, Tét Nguyén dan At Ty va L& ky niém 95
nam thanh 1ap Pang Cong san Viét Nam; Cong vian s6 14910/UBND-TH ngay
26/12/2024 cia UBND tinh vé viéc trién khai cac Chi thi caa Ban Bi thu, Thu
tuéng Chinh phii va Ban Thuong vu Tinh iy vé viéc t6 chic Tét At Ty nam 2025;

Nham dam bao an toan théng tin mang trong thodi gian huéng dén nhiing su
kién 6n cua dat nudc nhu Tét Nguyén dan At Ty, L& ky niém 95 nam ngay thanh
lap Pang Cong san Viét Nam (03/02/1930 — 03/02/2025), S¢ Théng tin va Truyén
thong dé nghi cac co quan, don vi, dia phuong thuc hién cac noi dung sau:

1. Tang cwdng trién khai hoat ddng biao dam an toan thong tin mang cho
hé théng théng tin thudc tham quyén quan ly

- Ra soét cac hé thong théng tin, bao dam cac hé thong thong tin duoc trién
khai day du céc bién phap bao vé theo cap do an toan. Thuc hién ciu hinh ting
cuong bao mat cho hé thong théng tin thudc quyén quan Iy va khic phuc triét dé
cac 15 hong, diém yéu da duoc canh bao an toan thong tin mang cua Cuc An toan
théng tin cdng bd tai dia chi: https://khonggianmang.vn/canhbaoattt, Nén tang
Diéu phdi xir Iy su ¢b an toan théng tin mang qudc gia (IRlab.vn) va tir cac co
quan, to chuc lién quan cung cap;



https://khonggianmang.vn/canhbaoattt

- Tang cuong cdng tac giam sat an toan théng tin mang, ra soat, xur Iy ma doc,
bao dam an toan thdng tin mang 24/7. Xay dung cac ké hoach, phwong an wng ciu
khan cap, phan cong nhan sy theo ddi thudng xuyén, lién tuc dé dam bao phét hién
sém cac nguy co tin cdng mang (ddc biét 1a tdn cong ma héa di lidu, thay doi
giao di¢n) dé kip thoi xu ly, khac phuc nhanh sy ¢ tin cong mang;

- Ra soét, kiém tra va boc g& cac phan mém doc hai cho toan bo may cha,
may tram trong hé thdng mang. Trong d6, can wu tién cac hé thdng thdng tin c6 dia
chi IP ndm trong Danh sach IP mang Botnet duoc cac co quan chirc ning canh bao
hang thang hoidc dot xuat;

- Tang cuong tuyén truyén, nang cao nhan thuc ki niang co ban vé an toan
thong tin mang; nhan biét, canh giac truéc thong tin xau doc, tin gia, thong tin
xuyén tac, chéng pha chinh sach cia Pang va Nha nudc; phong, chong lira déo trén
khong gian mang cho can bg, cong chuec, vién chirc, nguoi lao dong cua co quan va
nguoi dan trén dia ban quan ly. Khan truong thong bao ndi dung vin ban nay dén
tat ca cac co quan, don vi truc thudc minh dé t6 chuc trién khai thuc hién.

2. Poi véi cac doanh nghiép cung cap dich vu vién thong, internet va cac
té chirc, doanh nghiép cung cap nén tang chuyén doi sé

- B tri nguon luc thyc hién truc gidm sat, hd tro va khac phuc sy ¢d bao dam
ha tang vién thdng, internet an toan, théng suét;

- Trién khai cac bién phéap k¥ thuat & mac cao nhat nhiam phaét hién, chin loc,
ngan chan hoat dong tan cdng mang, phét tan thong tin xau doc, thong tin vi pham
phap luat trén hé théng thong tin, ha tang mang ludi thudc pham vi quan ly;

- Tang cudng theo ddi, cap nhat, xir ly cac phan anh, khiéu nai cia nguoi
ding vé tin nhan réc, cudc goi rac, dic biét 1a tin nhan lira dao, cudc goi lra dao
qua hé thong tiép nhan phan anh tin nhin réac, cudc goi rac do Bo Thong tin va
Truyén théng (Cuc An toan thong tin) chia sé; xu Iy quyét liét, triét dé cac truong
hop phét tan tin nhan rac, tin nhan lra dao, cudc goi rac, cudc goi hra dao ma
ngudi dung phan anh;

- Thuc hién nghiém va kip thoi cac bién phap xir Iy theo yéu cau cua Bo
Thong tin va Truyén thong, S& Thong tin va Truyén thong va co quan chirc ning
c6 tham quyén.

3. Truong hep can hé trg giam sat, xi ly, wng cieu sw cd dé nghi lién hé
véi Cuc An toan théng tin (Bo Thong tin va Truyén), Sé Thong tin va Truyén
thong thong qua dau moi

- Trung tdm Ung cau khan Cap khong gian mang Viét Nam (VNCERT/CC)

dién thoai 024.3640.4421 hoic s6 dién thoai truc duong day néng ang ciu su ¢b
086.9100.317, thu dién tu: ir@vncert.vn;
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- Trung tdm Giam sat an toan khéng gian mang québc gia (NCSC), dién thoai:
024.32091.616 hoic sé dién thoai tryc duong day néng hd trg giam sét, canh bao
som 038.9942.878, thu dién tir: ais@mic.gov.vn;

- Phong An toan hé thdng théng tin, sé dién thoai truc duong day nong hd trg

tong thé céc giai phap an toan thong tin 0888.133.359, thu dién tu:
athttt@mic.gov.vn;

- Pau méi quan Iy, van hanh Trung tam di liéu tinh Khanh Hoa: Ong Phan
Quang Vinh — Phé Truéng phong Hé thdng théng tin, Trung tim Cong nghé thdng
tin va Dich vu hanh chinh céng truc tuyén tinh Khanh Hoa, dién thoai
(0258.3899.888 — Di dong: 079.4687442);

- Pau mdi tiép nhan thdng bao va phdi hop xir ly su ¢6 cia So Thong tin va
truyén thong: Ba V6 Thi Chuong Nguyét (0258.3563.533 — Di dong:
0935883380).

S¢ Thong tin va Truyén thong thong bao va dé nghi Quy co quan, don vi, dia
phuong quan tam thyuc hién.

Tran trong./.

Noi nhén: KT. GIAM bOC
- Nhu trén(VBPT); PHO GIAM POC
- Cuc ATTT (VBDT, dé b/c);
- UBND tinh (VBDT, dé b/c);
- Luu: VT, CNTTBCVT (BN).

Nguyén Vin Hién
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